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https://docs.google.com/file/d/1skNmUOq4He5IBgFvoQ_BQtX2K6IE9ZFf/preview


Was that relatable?
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That Wasn’t an Accident
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Designed Decisions, Not Bad UX



The Real Impact
Financial
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Why Nothing Stops This Today
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Deceptive Pattern Detector

● Browser Extension

● pattern-specific ML models

● gets better over time



Quarter Month

DEMO - EXTENSION

https://docs.google.com/file/d/1--qr6cDvvvTlB2Ywcz1BFyQ1lc9y14vt/preview
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DEMO - GATEKEEPER DASHBOARD
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https://docs.google.com/file/d/1RixPZ5YFr93mZsWM2GsZeaNwmDMnIg5F/preview
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https://docs.google.com/file/d/1ojkOItvHCYYtgIeQmJLmVct5O31jYzR2/preview


How the System Works

Architecture diagram

PostgreSQL + PipelineFlask API + ML ScoringUser's Browser — Chrome Extension

Web Page — Accessibility Tree
Browser exposes every visible UI element as structured data

Choice Set Extractor
Finds consent banners, cookie dialogs, subscription flows
Noise classifier removes navigation & irrelevant elements

Local Gatekeeper (WASM)
MiniLM cosine similarity — runs entirely in the browser

Skips re-scanning pages that haven't meaningfully changed

Service Worker — Orchestrator
Coordinates scan timing  ·  15-min score cache per tab
Forwards high-risk sets to the Cloud API (gate ≥ 0.20)

Extension Popup
Risk cards color-coded by severity (5 levels)
Feedback: thumbs Up/Down + Pattern Type

Flask API Server
Four endpoints: /eval · /capture · /stats · /patterns

Loads the promoted model; writes captures to the database

ML Scoring Engine
Builds a 75-feature vector per choice set

XGBoost classifier + sigmoid calibration → risk score & label

PostgreSQL Database
Captures, option metadata, analyst labels

All model runs, metrics, and synthetic training data

6-Hour Model Rebuild Pipeline
Loads real labels + synthetic data  ·  Trains XGBoost

Challenger vs incumbent AUC gate  ·  Deploys winner

Analyst Dashboards

Analyst Dashboards
Human labeling (keyboard speed-mode)  ·  Model playground  ·  Gatekeeper monitoring



What is a “Choice Set”?
A decision UI (cookie banner, modal, subscription prompt)

● Extracted from live DOM via accessibility tree

● Includes:

○ text

○ options

○ visual styling (CSS)

○ structural context



Why This is Hard 
● No standard structure across websites 

● Patterns are rare and subtle 

● Heavy class imbalance 

● Visual tricks not always visible in text 



Two-Stage Detection Pipeline
● Stage 1: Fast Client Side (Local) filter 

● Stage 2: Deep pattern classification (API Endpoint)



Stage 1: Gatekeeper
● Runs entirely in the browser (ONNX/WASM)

● Blended suspicion score 

○ MiniLM semantic similarity (40%) 

○ Keyword matching (20%) 

○ CSS prominence gap (20%) 

○ Structure signals (10%)

○ Urgency/scarcity patterns (10%)

● Only choice sets scoring ≥ 0.20 are forwarded to the cloud API



Gatekeeper Model



Stage 2: Pattern Models
● One XGBoost binary classifier per pattern type (7 models)

● Trained on structured feature vectors 

○ Text, CSS, AX-tree 

● Class imbalance 

○ Handled via scale_pos_weight 

○ Rare positives up-weighted proportionally

● Sigmoid calibration for true probabilities before thresholding



Stage 2: What the Models Looks At
~75 Engineered features looking at:

● Text

○ Urgency phrases , Scarcity phrases , Social proof phrases 

● Visual (CSS)

○ Per-button opacity, Hidden elements, Font size range, underlines, 

position:absolute, high z-index

● Structure (AX-tree)

○ Dialog-like, Role counts, Intent counts



Stage 2: Model Performance & Limits
● Structured data 

● Handles imbalance 

● Fast + interpretable 

● Reliable probability outputs 

How We ValidateWhy it Works

Where it StrugglesWhere it Works Best



Stage 2: How Models Are Built
● Interactive training environment (per-pattern models)

● Feature selection driven by real data

● Configurable sampling & reproducibility

● Compare, evaluate, and promote models

● Auto-promotion when performance improves



Model Configuration



What the User Sees
● Non-intrusive overlay

● Risk score (5 levels) 

● Plain-language explanation 

● Pattern type identified (e.g., asymmetric choice)



Feedback Loop

● Detection: pattern flagged in real time

● Understanding: user reviews explanation

● Improvement: optional feedback updates future models

● Models retrained every 6 hours and auto-promoted if better

Detection Understanding Improvement



What Makes This Different
● Real-time detection (not post-analysis)

● Interprets behavior (text + visual + structure)

● Pattern-specific models (not one-size-fits-all)

● Continuously improves through real-world use



Hard Problems We Solved
● Turning messy DOM into structured ML input 

● Learning from rare events (class imbalance) 

● Running ML in real time inside a browser
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